
 
 

 
 

 

  
PERSONNEL REQUISTION FORM 

 

REQUISITION NUMBER: 09-0010 
 

SENIOR SECURITY ENGINEER  

DESCRIPTION The Senior Security Engineer will interpret DoD requirements and 
guidelines; ensure IA support for U.S. Marine Corps’ (USMC) 
applications and operations, and be familiar with DoD, DoN, USMC, 
FISMA, and NIST guidelines. The position requires familiarity with 
some of the following functions: 

Certification and Accreditation 
� Experience in completing DIACAP process 
� DIACAP Application Manual (DOD 8510.1-M) 
� Certifications and Accreditations (C&A) 
� IA Strategy 
� Program Protection Plan 
� Security Features User’s Guide (SFUG) 
� Security Test and Evaluation (ST&E), Security Assessment Report 

(SAR) 
� Plan of Action and Milestones (POA&M) 
� Risk Assessment 
 
General 
� USMC/DON/DOD policies 
� DoDI 8500.2 
� Strong editing skills 
� Technical writing/editing 
� IAVA compliance 
� Intrusion Detection Systems 
� Functional/Operational Test-script writing and executing 
� Incident Response Plans 
� Data classification, data aggregation, classification by compilation 
� Physical security assessment 
� Disaster recovery and contingency planning 
� NIST FIPS 140-2 encryption 
� WLAN configuration  
� Policy development  

 

 REQUIREMENTS WORK EXPERIENCE 
Minimum 5 years of Information Technology experience, including 3 
with direct experience in information security / information assurance.  
Ability to interpret USMC’s needs, DoD policy, understand technical 
concepts, put them into actionable tasks, and ensure they are 
completed. Must have strong understanding of DoD IA policies (e.g. 
DoDI 8510.01, DoN DIACAP Handbook, DoDI 8500.2, COMSCINST 
5239.3A) and ability to complete certification and accreditation 
activities utilizing DIACAP methodology.  



 
 

 
 

 
JOB LOCATION  
Quantico, VA 
 
EDUCATION 
BS degree in Computer Science, Information Systems, Engineering, or 
related field preferred. Commensurate work experience considered.  
 
CERTIFICATIONS 
CISSP or CISM preferred (Required soon after employment) 
 
CITIZENSHIP  
U.S. Citizen required. 
 
CLEARANCE 
Secret required. 
  

  


