TDIY,

PERSONNEL REQUISTION FORM

REQUISITION NUMBER: 10-0003

SECURITY ENGINEER / SENIOR SECURITY ENGINEER

DESCRIPTION The engineer will serve on a Federal customer project. Provide
detailed security documentation to include an updated civilian or DoD-
based C&A package. May include a System Security Plan (SSP), an
independent Security Test & Evaluation (ST&E) report or Security
Assessment Report (SAR), and additional vulnerability assessments /
risk documentation as directed by the client. Understanding of DoD IA
policies (e.g. DoDI 8510.01, DoN DIACAP Handbook, DoDI 8500.2,
COMSCINST 5239.3A) and ability to complete certification and
accreditation activities utilizing DIACAP methodology. Provide
recommendations for proper controls and countermeasures based on
the discovered vulnerabilities that are in compliance with Federal
policies / mandates, standards, and guidelines, and best business
practices for information assurance.

The position requires familiarity with some of the following:

Certification and Accreditation

» Knowledge of and experience in performing NIST-based C&A
process

DIACAP Application Manual (DOD 8510.1-M)

Security Test and Evaluation (ST&E), Security Assessment Report
(SAR)

DoDI 8500.2

Plan of Action and Milestones (POA&M)

Risk Assessment

NIST 800 series and FIPS standards
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General

»  Strong editing skills

Technical writing/editing

Intrusion Detection Systems

Incident Response Plans

Physical security assessment

Disaster recovery and contingency planning

IT/Security audit

Penetration Testing

Policy development

Information security best practices

Ability to work cohesively within a team environment

» Strong communicator

REQUIREMENTS WORK EXPERIENCE

3-5 years IT experience with Bachelor's Degree. At least 2 years
working in the information assurance / information security discipline.
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TDIY,

JOB LOCATION
Northern Virginia, Washington DC, or Rockville, MD.

EDUCATION

Bachelors Degree in CS, IS, Engineering, or other related scientific or
technical discipline. (4+ years of experience in lieu of degree
considered)

CERTIFICATIONS
CISSP preferred

CLEARANCE
DoD Secret
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