
 
 

 
 

 

  
PERSONNEL REQUISTION FORM 

 

REQUISITION NUMBER: 11-0011 
 

INFORMATION SECURITY ANALYST  

DESCRIPTION The Information Assurance Analyst will provide critical support to a 
high-visibility Department of Navy (DoN) initiative. A key responsibility 
will be the vulnerability scanning/assessment, and remediation of 
systems in preparation for submission of C&A packages. The 
candidate must be self-motivated, flexible, and willing to support the 
Security Engineer Teams on all related efforts.  
 
The primary responsibilities for the IA Analyst include: 
 
� Perform DISA Gold Disk assessment on Windows-based assets 
� Perform eEye Digital Retina assessment of hardware and software 

assets 
� Perform manual assessment using the appropriate DISA STIG or 

Security Checklist in cases where automated tools cannot provide 
proper assessment of security controls 

� Assist MSFSC Afloat IA Team in the development, testing, and 
implementation of remediation actions based on the results of 
ongoing monitoring activities, assessment of risk, and outstanding 
items in the Security POA&M. 

� Conduct IA Life Cycle Management and Risk Mitigation tasks 
consisting of scanning, reports, analysis, assessment, testing, 
STIG check of finalized tested platforms, and perform remediation 
and/or mitigation, and rescans. 

� Updating the Security POA&M based on the results of the 
continuous monitoring process, to include proper documentation of 
mitigation strategies, changes to IA Controls, and overall 
assessment of Residual Risk. 

� Performing data gathering techniques (e.g., questionnaires, 
interviews, document reviews). 

� Supporting the Security Engineering Team(s) in the collection, 
review, and assembly of data pertaining to the C&A Package(s) 

 REQUIREMENTS WORK EXPERIENCE 
Minimum three (3) years of C&A/ST&E experience, with two (2) of 
those years in support of DoD and/or DoN agencies. Must have in-
depth knowledge of DoD IA policies (e.g. DoDI 8510.01, DoD 8500.2, 
DoN DIACAP Handbook, COMSCINST 5239.3A). Experience with 
RETINA, DISA Gold Disk, DISA STIGS, and Security Readiness 
Review scripts. Approved status as a Navy Certification Agent is a 
plus. 
 



 
 

 
 

JOB LOCATION  
Norfolk, VA. Global travel to DoN sites may be required (estimated 
25% travel). 
 
EDUCATION 
BS degree in Computer Science, Information Systems, Engineering, or 
related field preferred. Commensurate work experience considered.   
 
CERTIFICATIONS 
Security +, GSEC, SCNP, or SSCP required at start. 
 
CISSP, CISA, SCNA, GSE, or GCIH required within six (6) months of 
hire. 
 
CITIZENSHIP  
U.S. Citizen required. 
 
CLEARANCE 
DoD Secret required. 
  

  


