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CWaNL RTXJS

CMNJK SJcZWNY^ & TWZXY OKKNcJW aY ASAPP 

aSI FTWRJW VP & CISO aY AUUD^SaRNcX 

aSI VP & CSO aY FNWJE^J

"

"

This report highlights the critical need for companies to start 

reporting to the board Zhen it comes to navigating the 

esoteric and d\namic field of c\bersecurit\. NoZ more than 

ever, Zorking together to up-level board transparenc\ Zith 

tangible measures and a common le[icon is Zhat Zill 

increasingl\ differentiate foZard-leaning companies from 

those looking in the rearvieZ mirror.

INTRODUCTION
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Rf VeniRU IT and VecXUiW\ leadeUV lack cRnØdence in 

WheiU RUgani]aWiRn'V SURWecWiRn againVW c\beU aWWackV
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Q: WhaW aVSecWV of \oXU VecXUiW\ SoVWXUe do \oX feel Whe
leaVW conØdenW aboXW?

OYerall strateg\ & roadmap

Technolog\ & tools 

Internal teams & skill sets  

E[ecXtiYe sXpport & bXdget for risk
mitigation   

Data management strateg\    

Abilit\ to keep Xp Zith the pace of
change     

None      

3020100

Percent
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Q: WhaW aUe \RXU RUgaQi]aWiRQ'V majRU VecXUiW\
RSeUaWiRQV aQd maQagemeQW challeQgeV?

LacN Rf aXWRPaWiRQ

OXWdaWed QeWZRUN acceVV cRQWURO
VROXWiRQV 

Legac\ iQfUaVWUXcWXUe  

LacN Rf VNiOOed c\beU VWaff   

6040200

PeUceQW
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MiWaligRQeRX iR YRdeVWXaRdiRg Sf ViWk
XSleVaRce beX[eeR Xhe bSaVd aRd WecYViX] XeaQW

DiWTaViX] iR XechRical YRdeVWXaRdiRg aRd iRdYWXV] 
XeVQiRSlSg]

Lack Sf QeaRiRgfYl aRd XiQel] ZiWibiliX] iRXS Xhe da]-
XS-da] c]beVWecYViX] TeVfSVQaRce Sf Xhe SVgaRi^aXiSR   
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HaYLQg bX\-LQ fURP Whe bRaUd LV cULWLcaO fRU cRPSaQ\-ZLde 

VecXULW\ LQLWLaWLYeV. TheUe QeedV WR be a gUeaWeU OeYeO Rf 

accRXQWabLOLW\ b\ Whe bRaUd LQ RYeUVeeLQg c\beUVecXULW\ 

RSeUaWLRQV, VLQce faLOLQg WR dR VR caQ haYe VXch dLUe 

cRQVeTXeQceV RQ bXVLQeVV RSeUaWLRQV. ThLV UeSRUW LV a gUeaW 

SULPeU RQ Whe LVVXe. 

C\QWhLa NXVWad
FRUPeU EVP, ChLef SWUaWeg\ OffLceU Rf HMS HROdLQgV & 

BRaUd DLUecWRU aW BULghWfLQ, WPAS, aQd Ne[WHeaOWh

"
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A GLIMMER OF HOPE
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Ja\eVh PaQchal
FRUmeU CISO Rf IMF

BRaUdV Qeed aVVXUaQce WhaW fiQiWe UeVRXUceV aUe beiQg 

SUXdeQWl\ XVed ZheUe Whe\ aUe Qeeded Whe mRVW, UeVXlWiQg iQ 

imSURYed c\beU UeVilieQc\ aQd RSeUaWiQg ZiWhiQ SUagmaWic UiVk 

WRleUaQceV. ThiV all UeTXiUeV daWa, KPIV, KRIV, WR UeSRUW 

SeUfRUmaQce Rf c\beU iQYeVWmeQWV.

Ja\eVh PaQchal
FRUmeU CISO Rf IMF

"

"
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AYXomaXed & E¨cienX

DaXa collecXion, anal]sis, and reporXing shoYld be highl] sXreamlined 
and aYXomaXed [iXh Xhe lo[esX amoYnX of hYman inXerZenXion and 
labor. This inclYdes deZeloping and mainXaining Xhe aYXomaXion as 
[ell (refer Xo TeneX #8). 

InXeVoTeVabiliX] & ScalabiliX]

DaXa shoYld be aZailable XhroYgh a REST API [hen possible, 
meXhods or s]sXems Ysed Xo collecX, anal]^e, and reporX shoYld 
be XransparenX and noX be Zie[ed as a �black bo\�. These 
s]sXems shoYld easil] scale Xo accommodaXe mYlXiple daXa 
inXegraXions, areas of secYriX], s]sXems, daXa X]pes, daXa 
ZolYme, and [ork across h]brid and cloYd enZironmenXs.
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CSRXe\XYaPM^ed MeaRMRKfYP VMWMbMPMX] & AZaMPabMPMX]

MeaningfYl and acXionable informaXion reporXing mYWX be 
aZailable on demand aX ZarioYW leZelW (XierW) of Xhe 
organi^aXion. BaWed on roleW, informaXion WhoYld conXain Xhe 
proper conXe\XYali^ed ZiWibiliX] Xo deriZe ZalYe and impacX.

BYWMReWW DecMWMSR SYTTSVX

ReporXing WhoYld proZide neceWWar] inWighXW Xo inform and 
baWeline an inXegraXed c]berWecYriX] WXraXeg] and proZide 
meaWYreW Xo gaYge effecXiZeneWW and progreWW oZer Xhe coYrWe 
of Xhe organi^aXion'W joYrne].

PeVfSVQaRce CeRXVMc

ThiW approach foWXerW accoYnXabiliX] YWing meXricW aligned Xo 
C]berWecYriX] Performance IndicaXorW (CPIW) XhaX bene¡X 
mYlXiple areaW of Xhe bYWineWW, proZiding Xhe bedrock 
foYndaXion Ypon [hich high performance c]berWecYriX] 
programW are bYilX (refer Xo TeneX #6).
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MaTTiRg & URi¦caXiSR Sf AdNaceRcieW

PeVfSVmance SbjecXiZeW mYWX be linked XS VelaXed WecYViX], 
bYWineWW, and ViWk fYncXiSnW XS TVSZide Xhe mSWX cSmTleXe and 
imTacXfYl Zie[ Sf SVgani^aXiSnal TeVfSVmance. TheWe fYncXiSnW 
inclYde aX a minimYm: CSmTliance, BYWineWW ValYe, RiWk, and 
MaXYViX] (VefeV XS ne\X Tage fSV addiXiSnal deXail).

TiQePiReWW & AccYVac]

TS faciliXaXe daXa-dViZen agiliX], infSVmaXiSn and VeTSVXing mYWX 
haZe a high degVee Sf daXa inXegViX] and VeTVeWenX Xhe cYVVenX 
STeVaXiSnal Zie[.

CSWX-EffecXiZe

SSlYXiSnW cannSX be cSWX-TVShibiXiZe dYe XS daXa XhVSYghTYX and 
STeVaXiSn & mainXenance (O&M) cSWXW. InWXead, imTlanXaXiSn 
and aWWSciaXed STeVaXiSnW WhSYld be cSWX-effecXiZe XhVSYghSYX 
Xhe lifec]cle (acUYiWiXiSn, cYWXSmi^aXiSn, O&M, and eZen 
VeXiVemenX).
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Our effectiZeness in meeting our 
strategic c]ber objectiZes HS[ [ePP aVe [e dSiRg?

Performance

Our e\posure to threats / danger
WhaX iW SYV ViWO?

Risk

Our abilit] to respond to the 
enZironment at-hand, kno[ing 
[hen & ho[ to act

AVe [e cSRWiWXeRX & cSRXiRYSYWP] 
iQTVSZiRg?

Maturit]

Our adherence to releZant 
guidelines, frame[orks, & 
regulations

AVe [e cSQTPiaRX?

Compliance

Our inZestment oZer the releZant 
period compared to ho[ [e 
performed

WhaX iW SYV ROI?

Business Value
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AX Xhe core, XheWe are meaWYremenXW of effecXiZeneWW againWX 
de¡ned goalW. SXemming from a riWk aWWeWWmenX and XhreaX 
anal]WiW, miWWion of Xhe bYWineWW, regYlaXor] driZerW, and oZerall 
riWk appeXiXe - eZer] organi^aXion mYWX de¡ne accepXable goalW 
aroYnd WecYriX]. TheWe are meaWYred in Xhe form of c]berWecYriX] 
performance indicaXorW (CPIW), ke] riWk indicaXorW (KRIW), ke] 
conXrol indicaXorW (KCIW), eXc. Xo proZide needed ZiWibiliX] Xo inform 
Xhe oXher complemenXar] componenXW aW deWcribed belo[. 

PeVfSVQaRce

RiWk in parX iW a meaWYre of an organi^aXion'W cYrrenX 
YnderWXanding of Xhe operaXional realiX] in [hich iX reWideW. 
ThroYgh meaWYre of performance, more iW kno[n aboYX XhiW 
realiX], minimi^ing �Ynkno[n-Ynkno[nW� aW [ell aW �kno[n-
Ynkno[nW�. WiXh fe[er blind WpoXW, organi^aXionW kno[ [here 
Xhe] WXand in XermW of riWkW and ho[ Xo beWX prioriXi^e ¡niXe 
reWoYrceW ahead of Xhe WXorm.

RiWk
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CapabiliX] iW impoVXanX; ho[eZeV, conWiWXenc] iW king, eWpeciall] � 
and cViXicall] � oZeV Xime. MeaWYVeW of maXYViX] anW[eV UYeWXionW 
aboYX conWiWXenc] and VepeaXabiliX] of XoolW, XeamW, and 
pVoceWWeW. Ho[ VeWilienX aVe Xhe W]WXemW [e haZe in place and 
[heVe mighX [e haZe aVeaW Xo impVoZe WYch XhaX [e haZe Xhe 
coZeVage appVopViaXe foV oYV ViWk appeXiXe?

MaXYriX]

PoinX in Xime compliance againWX one oV man] fVame[oVkW haW 
liXXle YXiliX] in a DeZSecOpW [oVld. OVgani^aXionW need Xo 
YndeVWXand [heVe Xhe] WXand conXinYoYWl] - acVoWW Xhe enXiVeX] of 
Xhe enXeVpViWe. WiXh meaWYVeW of peVfoVmance linked Xo e\iWXing 
WecYViX] fVame[oVkW and conXVolW, iX�W poWWible Xo haZe a 
conXinYoYW Zie[ inXo compliance effoVXW.

Compliance

PeVhapW Xhe YlXimaXe goal of eZeV] bYWineWW iW Xo be able Xo Veadil] 
YndeVWXand if Xhe] aVe VeceiZing Xhe beWX ZalYe foV all XheiV c]beV 
Wpend and effoVXW. MeaWYVing Xhe impacX of eZenXW XhaX aVe neZeV 
Veali^ed iW di£cYlX. UWing peVfoVmance meXVicW aW a gYide, 
bYWineWW ZalYe can be deViZed inXo WomeXhing akin Xo ROI [hen 
coYpled [iXh Wpend in a paVXicYlaV aVea of WecYViX]. 

BYsiness ValYe
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AV aQ IQdeSeQdeQW BRaUd DLUecWRU aQd C-SXLWe E[ecXWLYe, 

LW LV cULWLcaO WKaW Ze aVVeVV KRZ c\beU LPSacWV RXU bXVLQeVV 

gURZWK. TKeUe aUe 5 Ne\ cRPSRQeQWV WKaW aUe eVVeQWLaO WR 

aVVeVV aQd SURYLde RYeU-VLWe Rf VWUaWegLc c\beU SRVWXUe: 

BXVLQeVV VaOXe, PeUfRUPaQce, RLVN, MaWXULW\, aQd 

CRPSOLaQce.

DebRUaK DXQLe

FRUPeU EVP & CTO Rf CACI, DeSXW\ UQdeU SecUeWaU\ Rf DefeQVe, 
CRXQWeULQWeOOLgeQce & SecXULW\, aQd BRaUd Rf DLUecWRUV SAIC. PUeVeQWO\ BRaUd Rf 

DLUecWRUV aW NaWLRQaO AVVRcLaWLRQ Rf CRUSRUaWe DLUecWRUV, A[LeQW, LeRQaUdR, 
SLgPa DefeQVe, AUcfLeOd, BabeO SWUeeW, CRde-X, aQd PeUaWRQ

"

"
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The abiliW\ WR SUeVeQW c\beU SURgUaP VWaWXV WR Whe bRaUd iV RQe 

Rf Whe PRVW challeQgiQg iVVXeV faciQg CISO'V WRda\. OfWeQ 

CISO'V haYeQW beeQ e[SRVed WR Whe laQgXage Whe bRaUd XVeV, 

QRU dR Ze Ueall\ XQdeUVWaQd ZhaW Whe bRaUd ZaQWV aQd QeedV WR 

kQRZ. ThiV UeSRUW iV a gUeaW VWaUWiQg SRiQW fRU CISOV WR begiQ Whe 

cUiWical WaVk Rf WUaQVfRUPiQg c\beU fURP a WechQRlRg\ SURbleP WR 

a bXViQeVV SURbleP iQ WheiU cRPSaQieV. 

SWaQ LRZe
FRUPeU GlRbal CISO fRU ZVcaleU & PeUkiQElPeU aQd 

DeSXW\ AVViVWaQW SecUeWaU\ fRU IQfRUPaWiRQ SecXUiW\ & 

CISO U.S. DeSaUWPeQW Rf VeWeUaQV AffaiUV

"
"
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Paul Innella

Jesse Dean

Tristan Hinsle]
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1 866 CNSIGHT

hello@cnWighX.io

1718 ConnecXicYX AZe NW, SYiXe 350, WaWhingXon, DC 20009

http://www.cnsight.io/
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https://www.gartner.com/en/newsroom/press-releases/2021-05-17-gartner-forecasts-worldwide-security-and-risk-managem
https://www.gartner.com/en/newsroom/press-releases/2020-06-17-gartner-forecasts-worldwide-security-and-risk-managem
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
https://www.insight.com/en_US/content-and-resources/2021/cybersecurity-at-a-crossroads--the-insight-2021-report.html
https://cnsight.io/board-report-waitlist/
https://securityintelligence.com/posts/whats-new-2021-cost-of-a-data-breach-report/
https://www.nacdonline.org/insights/board_resources.cfm
https://isalliance.org/nacd-and-isa-to-expand-collaboration-internationally-on-cybersecurity-for-boards-of-directors/
https://www.oas.org/en/sms/cicte/docs/ENG-Cyber-Risk-Oversight-Handbook-for-Corporate-Boards.pdf
https://www.nacdonline.org/insights/publications.cfm?ItemNumber=71795
https://www.gsb.stanford.edu/faculty-research/publications/what-drives-differences-management-practices

